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Synchronization of Chaotic Injected-Laser Systems
and Its Application to Optical Cryptography
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Abstract— We demonstrate that two chaotic systems, each
made by two coupled semiconductor lasers, can be synchronized
using direct-optical feedback. The robustness of the proposed
synchronization scheme against mismatch of source parameters
and difference in starting conditions is tested by numerical sim-
ulations. Applications to secure data transmission are proposed,
namely chaotic masking and chaotic shift keying (CSK).

I. INTRODUCTION

YNCHRONIZATION of chaotic systems has been inves-
Stigated by many authors in the last years [1]}-{8], and
different application schemes have been proposed to exploit
chaotic phenomena in the field of telecommunications [3]-[8].
Chaos has been employed as a carrier on which data can
be transmitted, for instance, by encoding each symbol on
a different attractor or exploiting the large peak-amplitude
variations produced on the chaotic waveform by a small
modulating signal.

An attractive application of chaos synchronization is crypto-
graphic communication. In this area, one exploits the peculiar
feature of chaotic signals of being deterministic but, at the
same time, of showing a strong dependence on small variations
of the oscillator parameters and starting conditions [7], [8].

To date, different authors have proposed electrical im-
plementations [3]-[7] suitable for synchronization of chaos;
however, these schemes suffer from the limited bandwidth and
substantial attenuation of standard electrical channels, which
makes it difficult to hold synchronization on long hauls. On the
other side, an optical approach would be required to exploit the
very large bandwidth and low attenuation of a fiber channel,
allowing more reliable chaotic communication.

An electrooptical approach has been proposed by using an
integrated-optics Mach—Zehnder modulator [8]. In this setup,
light passing through the modulator is detected by a photodi-
ode and the output signal is fed back to the modulator control
electrodes; for a suitable choice of parameters, the optical
output intensity is found to be chaotic. A synchronization
scheme has been studied following the Pecora and Carrol
architecture. Cryptographic transmission has been proposed
based on the decomposition-duplication method. However,
though this approach is suitable for optical transmission,
its speed is limited, since the feedback loop around the
Mach-Zehnder is electrical.
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Fig. 1. Proposed all-optical scheme for the synchronization of two semicon-

ductor lasers (LD2, LD4) driven to chaos by external injection.

In this paper, we present what, to our knowledge, is the first
full optical scheme for secure transmission based on chaos syn-
chronization. Since it does not include electrical feedback, our
scheme is suitable for high-speed optical transmission. Besides
other advantages, working with a larger bandwidth makes it
difficult for the eavesdropper to store the encripted signal for
off-line processing and decoding. Our proposal is based on
injection coupling between monomode semiconductor lasers.

II. SYNCHRONIZATION

In a previous paper [9], we investigated the behavior of a
monomode semiconductor laser subjected to increasing levels
of external injection (system 1 in Fig. 1). We found that
after the well-known nonlinear modulation regime followed
by phase locking, the injected laser unlocks and then follows
a bifurcation route leading to a chaotic regime, before it
definitively locks to the injecting source. The chaotic region
is found for a wide range of parameters, and it usually spans
over about one order of magnitude of the injection parameter;
moreover, the system routes to chaos even for moderate values
of injection.

To model the laser, we use as in [9] the modified Lang and
Kobayashi equations [10], [11]
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TABLE 1
PARAMETERS OF SEMICONDUCTOR LASERS
USED FOR THE NUMERICAL SIMULATIONS

Gn= 8.1 10-13 m3/s; No= 1.1 10 24 m*3;

@=25133 1015 rad s71; p=210"125;
=2109s; Tin= 8 1012 5;
el'=9 10-24 m-3; a*=6;

Rp=9.075 1032 m-3 -1
Awg= 21 36 106 r/s.

Es= 1.02 1010 m-3/2 [~Eq (K=0)]

where we have assumed the commonly accepted notation [9],
[10], which is listed below for the sake of clarity.
1) E,eiwgt is the injected field.
2) E(t) = E1(t)e? (wt + ¢(¢)) is the laser field.
3) N is the carrier concentration and Ny is its value at the
lasing threshold.
4) G, is the modal gain.
5) ¥(t) = ¢(t) — Aw,t is the phase difference between the
internal and the injected fields.
6) Aws = ws — wy is the frequency difference between the
external signal and the unperturbed laser oscillation.
7) T, is the photon lifetime in the cavity.
8) 7, is the electron/hole recombination time.
9) Tin = 2L/c is the time of flight in the laser cavity of
length L.
10) eI is the product of compression and of confinement
factors.
R, = Jn/ed is the pump parameter which depends
on supply-current density J, efficiency 7, and active
region thickness d.
a* = —2wp/(n* Gp)On/ON.
n* = n 4+ wydn/Ow is an effective refractive index.
K is the injection parameter, defined as the field
attenuation experienced by the external signal E up
to the superposition on Fjy.

11)

12)
13)
14)

The electric fields have been normalized, as usual, i.e.,

VA 1/2
Etrue =F I:Gniw_oj|

2T on

where o is the laser stimulated emission cross section, 7 is the
refractive index, and Zj is the impedance of vacuum.

For a laser with output power /3 =1 mW and with other
parameter values as reported in Table 1 [9], the system was
found to route to chaos in the tange K = 5.5-107% —4 1072,
The Lang and Kobayashi equations represent a simple and gen-
erally accepted model in the literature to describe monomode
semiconductor lasers; they correctly predict all phenomena
observed in the weak-to-moderate injection regimes, both from
an external reflector and from another source, including chaos.
Since the aim of the present work is to gain physical insight
by fast numerical integration, we have not tried to develop
a more accurate model including, e.g., noise sources and the
laser sensitivity to ambient parameters or describing to some
extent the laser-building technology.
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However, for a closer simulation of a practical setup, at the
end of the present section we have considered the effect of
parameter deviation from nominal values.

Let us now consider two nominally identical injection
systems (system 1 and system 2 as in Fig. 1) which are
both driven to chaos by the injection parameter K. We want
to analyze whether the output field Fo of system 2 can be
forced, by a suitable scheme, to synchronize to the output
FE of system 1, which means, consistently with theory, that
|Ey — Es| — 0 for t — co.

The synchronization scheme we propose is reported in
Fig. 1 and is based on full optical direct feedback in a master-
slave configuration. Both the output field E; of system 1 (the
master oscillator) and the output field £y of system 2 (the
slave oscillator) are applied, through a beam combiner, to the
input of the injected laser of the slave system (LD4), with
opposite sign, i.e., with a 7 phase shift. This arrangement can
be experimentally implemented, e.g., by cascading two beam
splitters and using a suitable active control of the pathlength.

A similar master-slave approach has been proposed by Chen
and Dong at electrical frequencies [12]. This architecture
is readily implemented with injected lasers, while the well-
known scheme proposed by Pecora and Carrol [2] would
require the decomposition of the chaotic system into two
conditionally stable subsystems, not easily recognizeable in
our case. We would like to point out that our scheme relies
on field superposition, and while the same topology with
simple intensity combination would not work, a practical
implementation requires the same level of accuracy usually
met in coherent detection or interferometry.

The principle of operation can be easily explained assuming
for the moment that the two systems in Fig. 1 are identical and
have the same starting conditions. In this case, the systems are
already synchronized, since the output signals are identical
(E1 = E5). It follows that the contributions of E;, Es to
injection cancel each other, and system 2 is virtually isolated
from system 1. However, should a small perturbation cause
Ey # By, an error signal F'; — Ey would arise and contribute
to injection of system 2, modifying its regime until once more
Ey = E,. This proposed synchronization scheme has been
studied numerically for a large range of parameters.

System 1 has been described by (1); for system 2, in additon
to straightforward notation changes, the equation set has been
modified to describe the local feedback and the injection from
system 1. Namely, the last term in (1a) describing amplitude
has been substituted by

K_Ef cos(Py — Dy)

Tl n

(2a)

and the last term on (1b), which describes phase, has been
substituted by

(2b)

where E; is the total injected field, i.e., E;exp(j®:) =
Ey + By exp(j®1) — Bz exp(j®2).

We have begun by considering nominally identical systems
with different starting conditions. In Fig. 2, we report a typical
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Fig. 2. Normalized feedback error (Ey — E3 )/ Ey during a synchronization

transient. System 1 is on the chaotic orbit shown in the insert (/{ = 6 1073),
while system 2 has nominally identical values of parameters but starts from
an arbitrary initial condition.

time evolution of the normalized feedback error (E; — F3)/Ey
for K = 6-1073: after a transient, a region is entered where the
systems are permanently synchronized, and the error is steadily
reduced down to a small value (~1.2 - 10~2). Consistently
with previous works [9], [11], in Fig. 2 and throughout this
paper we report time-domain signals and spectra as would
be observed after beating with a local oscillator at optical
frequency ws,.

Plots similar to those of Fig. 2 have been obtained for
different values of K and of the initial conditions as well
as changing the dissonance Aw;. In general, though the
details and the duration of transient can be markedly different,
synchronizaton is reached for a wide range of parameters. An
attenuation both on the local feedback (path B in Fig. 1) and
on the master injection field (path A in Fig. 1) should have
been introduced to take into account the loss of the beam
combiner, the output splitters of systems 1 and 2, and the
fiber. The last contribution can be significant on path A in
long-haul transmission experiments; however, since loss effect
can be compensated by an adequate variation of K in the slave
system, in the reported simulations we have always assumed
lossless optical connections, without lack of generality.

Anyway, we have found that a moderate loss L does
not prevent synchronization, as long as it is balanced on
pathlengths A and B. Moreover, introducing a controlled
loss (i.e., reducing the loop gain of the local feedback) can
even increase performance, giving shorter transients before
synchronization. With our parameters we found L = —0.3
as the optimum value.

Of course, in a practical case one cannot assume perfect
parameter matching; for a closer simulation of an experimental
setup we have introduced an uncompensated mismatch of all
parameters reported in Table I. Alternatively, we have con-
sidered a mismatch of gain GG,,, which has been compensated
by acting on the pump in order to restore the nominal laser
output value, as one would easily do in the laboratory.
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Fig. 3. (a) Normalized r.m.s. feedback error £ as a function of parameter

mismatch to simulate synchronization of physically different systems. All
parameters of Table I are varied at the same time. (b) Normalized r.m.s.
feedback error ¢ as a function of gain mismatch without compensation (dotted
line) and after acting on the pump to restore the output power (full line).

In order to describe the effect of mismatch when the chaotic
waveform is superimposed on a constant field, we introduce
the relative feedback error <, which is calculated on the varying
components only. Parameter ¢ is defined as the ratio of the
r.m.s. value of the synchronization error 015 = o(F; — E3) to
the r.m.s. value of the chaotic waveform of the master system
o1 = o(F1), and reads

e= 212 3)

o1

As it can be seen from Fig. 3(a), changing together all
parameter values of A = 0.2% gives ¢ = 0.07, which means
that the error is far lower than the amplitude of chaos. In
practice, it can be concluded that matching between the two
systems should be within 0.5%.
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System 3

LD6

Fig. 4. Scheme of secure transmission based on chaotic shift keying (CSK).
System 1 (at the transmitter end) is switched between two closely spaced
orbits, which represent bit “1” and bit “0”, by changing the pump value from
J1 to Jo. Systems 2 and 3 (at the receiver end) are replicas of system | and
synchronize on bit “0” and “1,” respectively.

In Fig. 3(b), ¢ is reported as a function of gain mismatch
both with and without compensation, performed by restoring
the nominal output power by means of the pump current.

Since our scheme is based on field superposition, we have
also investigated the effect of a propagation delay 7 in the
local feedback, finding that for efficient synchronization
must be small with respect to the inverse of the bandwidth of
the chaotic waveform. This result puts a limit on the length of
path B. Moreover, for the system to work properly, the relative
phase between fields F; and E> must not differ sensibly from
the nominal value 7 and the error ¢ due, for example, to
beamsplitter nonidealities, must be small. With our choice of
parameters, path B can be of the order of a few c¢cm while
¢ must not exceed 5°. A similar conclusion applies to the
relative phase of F,.

III. CRIPTOGRAPHY

In the following, we propose two schemes for secure
transmission based on the chaotic synchronization architecture
described in the previous section. The first implements the
concept of chaos shift keying (CSK) or chaotic switching [4],
and the second is simply the chaotic masking of the transmitted
signal [5].

A. Chaotic Shift Keying

In Fig. 4, the transmitter (system 1) is switched between
two different chaotic orbits by modulating the supply current
of the injecting laser by the bit stream to be transmitted; bits
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Fig. 5. Normalized output signals ez, e3 showing demodulation of bit “0”

and bit “1.” Synchronization is reached after a transient.

“1” and “0” correspond to different pump currents J; and .J,.
For a secure transmission, we must select two closely spaced
chaotic orbits so that the transmitted bits cannot be detected by
direct observation of the chaotic signal E; in the time domain
or in the phase plane. Switching between orbits belonging to
different attractors would offer better-defined symbol encoding
and can be used for standard (noncryptographic) transmission,
as already proposed at electrical frequencies [4].

Decoding at the receiver end is performed by using two
replicas of system 1, the first (system 2 in Fig. 4) is pumped
at current Jy and the second (system 3 in Fig. 4) at Ji. The
received signal is sent to both decoders; however, only the one
having the pump current corresponding to the transmitted bit
will synchronize. Signals e and es are then obtained as the
difference between the output, Ey or Ej3, of each decoder and
the chaotic received signal. Finally, the transmitted bits can be
conveniently recovered, detecting which of e, and es is zero.

The selection of the system parameters is critical since
it must guarantee secure transmission as well as efficient
decoding. Working on too closely spaced orbits would require
a very precise matching between transmitter and receiver;
in addition, synchronization transients would be long, and
detection error rate would increase.

On the other side, selecting too distant orbits would allow
the eavesdropper to make a working copy of the receiver even
without an accurate knowledge of the parameters; moreover,
symbols could even be detected by observation of the shape
of the waveform.

In Figs. 5-7, we show the results of numerical simulations
based on the set of parameters of Table I and further assuming
Jo = 65 mA, J; = 66.3 mA, which corresponds to encoding
bit “0” on the orbit Ky = 6 - 10~2 and bit “1” on the orbit
Ky = 7.2 1073, respectively

In Fig. 5 the outputs es,e; of the decoders for bit “0”
and “1” are compared to the transmitted digital signal (at the
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Fig. 6. Typical spectra of transmitted signal £ for a random sequence of
bit “1” and bit “0” (CSK). Information cannot be extracted by observation in
the frequency domain.

1000 1200 1400

0 200 400 600 800
time [ns]

Fig. 7. Typical sample of signal E7 when a bit sequence is transmitted
(CSK). Information cannot be extracted by observation of time-domain
waveform.

bottom). After a transient, signal e, falls to zero when system
2 synchronizes (bit “0” transmitted), while it is chaotic when
it does not (bit “1” transmitted). Signal es from the other
decoder has a complementary trend.

In Fig. 6, a spectrum of signal E; is shown that corre-
sponds to the transmission of a random sequence of bits at
5 MHz repetition frequency. From direct observation in the
frequency domain it seems not possible to extract information,
not even the bit frequency. The same conclusion would be
taken from observation of the phase-plane plots, because the
two orbits have been selected to be very close. Simulations
have been performed for modulating signals in the range 1
MHz-200 MHz since the chaotic spectrum (as detected after
beating with a local oscillator at frequency w;) is around the
relaxation frequency of the laser (1 GHz) [8]. Higher data
rates could be obtained with a different source. We have

System 1

Fig. 8. Scheme of chaotic masking. Chaotic field E; generated by system
1 (at the transmitter end) is added to the signal E; to be transmitted. System
2 (at the receiver end) synchronizes to E; in spite of the added signal, which
can be recovered by difference.

also tested different values of K spanning the whole chaotic
range.

Finally, in Fig. 7 we report a sample of the transmitted
signal E; together with the trasmitted bit string to show
that neither the single bits nor switching between bits can be
detected by observation in the time domain. We would like to
point out that the proposed scheme does not rely on accurate
coding of bits “1” and “0” on two given orbits corresponding
to nominal values of K. Rather, it is based on synchronization
between chaotic lasers; the two orbits are arbitrary, provided
they are different and yet close enough for efficient operation.
It follows that the system performance is not strongly sensitive
to small parameter deviation from nominal values, provided
that the transmitter and the receiver are tuned to each other.
Trimming can be performed from time to time by transmitting
a given digital word. Since just small adjustments should be
required, it would be unpractical for the eavesdropper to get
enough information to replicate the system.

B. Chaotic Masking

CSK allows a high level of security which relies upon a
rather complicated implementation requiring three matched
injection systems. On the other side, we have considered an-
other cryptographic scheme, namely, chaotic masking, where
the signal is not encoded on, but just summed up to chaos
so that it cannot be detected by observation of the time and
frequency domain. This approach is less efficient because only
a part of the transmitted power carries information, most being
used to mask information. However, it is simple to implement
as it requires only two injection systems.

The scheme, which is shown in Fig. 8, is similar to the basic
synchronization setup of Fig. 1, but now an optical carrier
E; modulated by the bit sequence is summed to F; and the
composite signal E, is transmitted. Decoding is performed by
system 2 provided that it synchronizes only on the chaotic
component of the received signal, which is therefore available
on output F5. The reconstructed bit stream E is then obtained
by making the difference between E. (taken from path A using
a beamsplitter) and E.

In Fig. 9(a), we show a sample of the chaotic waveform ;.
It is evident that the amplitude of signal E; must not exceed
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Fig. 9. (a) Sample of chaotic waveform E) and (b) spectrum of the

transmitted composite signal E..

10-20% of the chaotic waveform and that its fundamental
frequency must be close to that of chaos (i.e., to the relaxation
frequency of the laser f,. ~ 1 GHz), otherwise information
could be extracted directly from the waveform (or from
the spectrum). Low signal amplitude is also mandatory for
effective synchronization of system 2, since the added signal
obviously disturbs the feedback loop of the slave system.
With these assumptions, efficient masking has been obtained
[Fig. 9(b)] and in Fig. 10 we show the reconstructed bit
sequence E after synchronization and subtraction of chaos.

Notice that since in chaotic masking chaos is simply used to
hide the signal, coherent superposition of fields £ and E; is
not required; in a practical implementation, however, using a
fraction of the output of laser LD1 as the signal carrier would
offer a simple way of getting an accurate superposition of the
optical spectra.

Finally, we wish to point out that chaotic masking is far
more secure than masking with white noise. In the latter case,
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Fig. 10. Reconstruction of the bit sequence by synchronization and subtrac-
tion of chaos.

data bits can be extracted by a using a correlator; in the former
case, as we have found by simulations, this is not possible,
since the correlation time of the bits and of the chaos are
almost identical.

IV. CoONCLUSION

We have shown how two chaotic laser-injection systems can
be synchronized by optical feedback. We have proposed two
approaches for secure transmission which rely on the proposed
scheme and allow the exploitation of the large bandwidth
available on optical networks. CSK is more efficient and se-
cure, since the signal is encoded on the chaotic waveform. On
the other side, chaotic masking is more simple to implement
since only two injection-laser systems are used, and parameter
matching and stability requirements are relaxed.
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